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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). in no event, however, may a reply be timely filed 
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DETAILED ACTION 
Claim Rejections - 35 USC § 101 



35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

Claims 18-22 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. The claim recites "computer-readable medium for executing 
computer-readable instructions. . . .". The Office interprets the intended use clause reciting in the 
claims would preempt the claims to software or program modules, and therefore reciting non- 
statutory subject matter. The subject matter is statutory if the computer instructions/programs 
are residing on a computer readable medium and are executed in a processor and produce a 
useful, concrete and tangible result. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-9 and 18-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 



Faucher (5,515,441) in view of Inoue efal (6,170,057 Bl). 
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In reference to claims 1 and 18, Faucher discloses a communication system in which a 
node may communicate over insecure channels with any of a plurality of terminals (abstract). 
Faucher teaches conducting a main mode, certificate exchange, negotiation for establishing the 
secure path (column 10 lines 1-13); conducting a quick mode, Diffie Helman key exchange, 
negotiation for deriving a set of keys usable with the security protocol (column 10 line 13 to 
column 1 1 line 2). Wherein at least a portion of the quick mode occurs during the main mode 
and a quick mode pseudo random number is exchanged between the responder and the initiator 
(column 10 line 13 to column 1 1 line 2). 

However Faucher does not expressly disclose selecting the set of security parameters 
including a security protocol and establishing inbound and outbound protocol security 
association. 

Inoue teaches a mobile computer and a packet encryption and authentication method 
which are capable of controlling an activation of a packet encryption and authentication device 
belonging to the mobile computer according to the security policy at the visited network 
(abstract). Inoue teaches negotiation for establishing the secure path and selecting the set of 
security parameters including a security protocol (column 7 lines 1-11). And wherein a protocol 
security process establishes inbound and outbound protocol security associations (column 7 lines 
20-29. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the method of selecting security parameters as disclosed by Inoue in the 
system of Faucher. One of ordinary skill in the art would have been motivated to do this because 
due to technological developments in mobile computing a user carries along a portable computer 
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terminal and makes communication while moving over networks and therefore networks are less 
centralized and more distributed. Thus it would be advantageous to be able to have a scheme to 
negotiate security parameters (column 1 lines 29-51). 

In reference to claim 2 and 19 Faucher teaches further comprising conducting a first user 
mode for authenticating a first user associated with the initiator or responder (column 10 lines 1- 
10). 

In reference to claims 3 and 20 Faucher teaches a system wherein the initiator and the 
responder exchange authentication data that is calculated by application of a hash function 
incorporating a secret key on data exchanged during the main mode (column 10 lines 3-8). 

In reference to claim 4 the system of Faucher comprising conducting a second user mode 
for authenticating a second user associated with the initiator or the responder (column 10 lines 1- 
10). 

In reference to claim 5 Faucher does not discloses a system wherein a set of proposed 
security parameters are used for selection of the parameters used for communication. 

The system of Inoue discloses a system wherein the main mode comprises sending the 
initiator to the responder, a set of proposed security parameters and authentication data; 
selecting, by the responder, the set of security parameters from the set of proposed security 
parameters; and sending the set of security parameters from the responder to the initiator 
(column 7 lines 20-65), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the method of selecting security parameters as disclosed by Inoue in the 
system of Faucher. One of ordinary skill in the art would have been motivated to do this because 
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due to technological developments in mobile computing a user carries along a portable computer 
terminal and makes communication while moving over networks and therefore networks are less 
centralized and more distributed. Thus it would be advantageous to be able to have a scheme to 
negotiate security parameters (column 1 lines 29-51). 

In reference to claims 6 and 21 Faucher teaches a system wherein the initiator identifies a 
public key of the responder prior to the main mode negotiation and wherein at least a portion a 
first message sent from the initiator to the responder is encrypted using the public key (Fig 6). 

In reference to claim 8 Faucher teaches further comprising exchanging Diffie Hellman 
key data between the initiator and the responder during main mode for deriving keys for use with 
an encryption algorithm (column 10 lines 1-20). 

In reference to claim 9 Faucher does not disclose exchanging a pair of notify payloads 
between the initiator and the responder wherein the pair of notify payloads are used by the 
protocol security process for establishing the protocol security associations. 

further comprising exchanging a pair of notify payloads between the initiator and the 
responder; wherein the pair of notify payloads are used by the protocol security process for 
establishing the protocol security associations (Fig. 4), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the method of selecting security parameters as disclosed by Inoue in the 
system of Faucher, One of ordinary skill in the art would have been motivated to do this because 
due to technological developments in mobile computing a user carries along a portable computer 
terminal and makes communication while moving over networks and therefore networks are less 
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centralized and more distributed. Thus it would be advantageous to be able to have a scheme to 
negotiate security parameters (column 1 lines 29-51). 

In reference to claims 7 and 22 Faucher does not disclose the mode wherein a group 
advertisement from the initiator to the responder; and comparing the group advertisement to a set 
of authorized groups; and sending a response from the responder to the initiator. The group 
advertisement corresponds to the security parameters of the remote network gateway. 

Inoue discloses a system wherein the main mode comprises sending a group 
advertisement from the initiator to the responder; and comparing the group advertisement to'a set 
of authorized groups: and sending a response from the responder to the initiator (column 7 lines 
20-65). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the method of selecting security parameters as disclosed by Inoue in the 
system of Faucher, One of ordinary skill in the art would have been motivated to do this because 
due to technological developments in mobile computing a user carries along a portable computer 
terminal and makes communication while moving over networks and therefore networks are less 
centralized and more distributed. Thus it would be advantageous to be able to have a scheme to 
negotiate security parameters (column 1 lines 29-51). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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August 6, 2007 
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